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CPS(Cyber Physical System)/IoT(Internet of Things)
- Creating value by linking the physical and cyber worlds -

= | Upper nodes Z
(Servers, Data Centers, Cloud)

Intermediate nodes Y (Network Devices)

TS Wireless T

: v' Hardware
X1 X2 X3 X4 X5 Xn v' Software

End nodes X (Terminal Devices) v Security
Sensors/actuators, with or without microcontroller, with or without OS,
wired or wireless communication, with or without stable power supply

Cyber Physical Systems or loT implicate infrastructures that create new value by connecting many devices with
communication networks. Their constructions are rapidly progressing in anticipation of their great potential.
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Communication

Physical World

Communication

Actuation/Presentation
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-, Fault injection

: 1001 0101
1110 1111
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Aborted

No countermeasures have been developed yet.

3| sub r3,r3:

# | Mnemonic : machine code

2 |add r2,rl: 1001 1001

HO3BE 5 T

Xz12
New fault: instruction manipulation (IM)

—I—

Decrypt

AL Yo —
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© 1001 @101 Instruction manipulation ~ 1 [add r1,1

Encrypt

# | Mnemonic : machine code

2| mov r2,rl: 0011 1001
3|sub r3,r3: 1110 1111

1|add ri,1

plaintext

Instruction manipulation faults are demonstrated:

O with lasers.
Countermeasures against IS are vulnerable to IM.

O on ARM and AVR devices.
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